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Abstract. Research in crisis management is a relatively new area of study, originating in the 1980s. Researchers have created several different models that separate organizational crises into discrete stages, such as pre-crisis, crisis and postcrisis. In this article we discuss a natural language based crisis detection system
which classifies news articles relating to crises into the appropriate crisis stage.
We use news articles from the New York Times as a source of training data, and
use this data along with state of the art data mining and machine learning algorithms as the core of the system. In the future, our system may be expanded to
identify and evaluate crisis management strategies, suggest crisis management
strategies for the current state of a crisis, or provide stakeholders with summaries
of crises in news media.
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1

Introduction

A major research area in crisis communication is how to prevent or repair damage to
the reputation of organizations before, during, or after the occurrence of crises. The
creation of various crisis communication theories have been facilitated through case
studies and by measuring the financial and/or reputation repair results of applied strategies. In this article, we explore the use of data mining techniques in identifying characteristics of news articles relating to organizations in crisis. While there are many types
of crises, staged crisis models, and crisis communication strategies, we begin our research by attempting to classify organizational data as pertaining to a specific stage of
a crisis. After using data mining and classification techniques we create a system which
can take any news article and classify it as pre-crisis, crisis or post-crisis.
We use news media as a source of data for training in our system. The methodology
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that we apply can be repeated in order to add more articles to the data set in the future
and retrain the model. This may increase the accuracy for classifying crises that are not
yet in the training data. Our methods may also be repeated for the purpose of adding
more labels in order to classify more specific characteristics of the crises or of the crises
response strategies being employed. There are several contributions of this paper.
Though incident management systems do exist [6], [19], [30], our incident management
system is built on a major theory of crisis communication, the Coombs model [8]. This
model divides crises into three stages: pre-crisis, crisis and post crisis. Our system
focuses on incident identification using news articles, which are widely prevalent due
to the Internet, whereas other systems use numeric data. Our system requires no data
preparation, as it can classify the text of any article, whereas again other systems often
require the use of numeric data which must be prepared before use. In addition, our
system has been evaluated on many sets of crises, whereas other systems often focus
on one type of crisis, such as crime [6], traffic accidents [20], or weather [30]. In summary, our work focuses on a natural language based real time crisis identification system which requires no data preparation by the user and has already been evaluated on
several existing crises. In the background section we provide the preliminary information for the research. The section about our system walks through the proposed data
mining process in detail including experimental results and the evaluation of the results.
We then discussed the implementation of our system as a Web application, followed
by a briefly discuss current research in crisis management and data mining. We conclude with a discussion of a proposed system based on our methodology and discuss
future work.

2

Related Work

Researchers have studied crisis management for many years and quite a number of systems were developed. In this section, we discuss some previous work related to crisis
management that focused on text mining.

2.1

Crisis Detection Systems

Current crisis detection systems focus on using data mining techniques to either identify
or predict a type of crisis. Peng, et al [30], introduced a three stage system which ultimately uses Multicriteria Decision Making to determine the risk of an incident occurring. This system was demonstrated using agrometeorological disaster data. The system was in the conceptual stage and has not been implemented. Chen, et al. [6] proposed a general framework for crime detection. Their system was well designed and
worked well for the give data set, however it differs from our work as it focuses on the

64

D. Kaczynski, L. Gandy, and G. Hu

detection of new crimes using numeric data, whereas our system focuses on detecting
corporate crises using text data in the form of news articles.
Similar to the work in [30] and [6], Harms et al. [15] used association rule mining to
find patterns in numeric data to assess climate conditions both locally and globally.
French and Niculae [11] explored problems existing in current predictive models used
in emergency management and suggest alternatives. Kararsova et al [19] also used
association rule mining to determine the relationships spatially between fire and rescue
incident locations. Papamichail and French [29] created a system that supports decision
making in terms of emergencies in a nuclear power plant. Berndt et al. [4] demonstrated
that data warehousing can be used to explore novel situations regarding bioterrorism as
well as suggestions for investigations after an incident occurs. Berndt et al. [5] have
also demonstrated that data warehousing can be used in supporting quality assurance
related to medical care.

2.2

Natural Language Processing

The Internet era leaves us with a huge number of articles in text format. Most of these
articles lack metadata, and therefore classification of text is an increasingly useful subdomain of general classification. Automatic text classification is useful in many fields,
such as classifying product reviews [9], spam filtering [1], guiding financial investments [39], and, among others. In regards to the use of machine learning in text classification, support vector machines [17] as well as Naive Bayes [28] have long been used
successfully to this end. In addition, the J48 decision tree algorithm has also proved to
be useful in regards to text classification [45]. Jain et al. [16] demonstrated that text
classification is even more successful when classifiers are combined using simple or
weighted voting. Besides text classification, text and sentiment classification are another two important subfields of natural language processing. Entity extraction seeks
to extract people, places, and other important entities from text in an unsupervised manner. Etzioni et al. [10] created the KnowItAll system which not only extracts entities
but finds relations between the entities. Takeuchi et al [42] used support vector machines to extract medical terminology from medical journal abstracts. Miller et al. [25]
also used entity extraction to find important people and places mentioned in broadcast
news. In regards to sentiment classification, Pang et al. [28] demonstrated the successful classification of movie reviews into positive and negative through the use of support
vector machines. Go, et al. [12] successfully classified tweets using tweets with emoticons as training data. Wan [44] used English corpora and machine translation to classify the sentiment of product reviews written in Chinese.
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NLP-based Crisis Identification System

Our NLP (Natural Language Processing) based crisis identification system is trained
using a collection of 80 articles from the New York Times. We will first give an overview of the system architecture, and then discuss the process of data collection and
move on to the inner workings of the system itself.

3.1

System Architecture

The overall architecture of our news media article classification system is shown in Fig.
1. In the configuration file build.sbt, shown as STB in the figure, we specify all external
dependencies by group ID, artifact ID, and version. When the application is executed,
if a dependent library is not found locally (MySQL in the figure), the framework will
search for and download the library remotely from the Maven Central Repository,
which is a repository of build artifacts [2]. This allows the code to be more portable
between machines by reducing the hassle in collecting external libraries.

Fig. 1 System architecture model of the Play Framework integrating the various technical components

We use a simple Model-View-Controller design pattern for the separation of responsibilities using the integrating tool Play Framework [32]. The role of the Model is to
translate the data in the database into Scala or Java data types. We define an Article
class in the Model that stores all of the article meta data as String values. The View is
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strictly responsible for displaying and downloading results, such as word counts, classification results, and spreadsheets. The Controller is where the vast majority of the
data mining process takes place.

Play Framework is a web application framework that is an integrated, easy-to-deploy
web server, supports for Java's imperative and Scala's functional programming paradigms, supports native XML and JSON parsing, and provides a prototype-friendly templating library for creating HTML5 content quickly. These features are useful for the
work presented in this paper.

3.2

Data Collection

In order to create a system which can identify new crises we must collect data for training. The New York Times Online Archive is utilized to facilitate the collection of
crisis-related news media. The web interface for the archive allows users to search for
articles by specifying a search term, date range, result type (article or blog), author, or
section [43]. A total of 80 articles were collected about organizational crisis. The articles were downloaded as .html files and labeled manually as one of the three stages of
the three-stage crisis model (see Table 1). Due to the nature of news media data, crises
were only selected as training data if the organizations had news media exposure during
all three stages in regard to a single crisis.
Table 1. Distribution of articles in training set

The articles collected cover eight organizations that experienced a crisis between 2003
and 2013. An article is labeled with the pre-crisis class as long as the main topic of the
article is not about a crisis that has occurred or is occurring. An article is labeled as
crisis class if the news article is the first exposure of the crisis to the public through the
news media. An article may also be in the crisis class if the organization has not yet
contained the crisis or if the crisis is still expanding. An article is labeled as post-crisis
if the impact of the crisis has been fully realized or if the organization is reacting to a
crisis using a post-crisis communication strategy.
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Per article, we collect the publication date of the article, the name of the organization
involved, the text of the article, and its url. Listed below is a brief summary of each
crisis:

(1) Space Shuttle Columbia: On February 2, 2003, the space shuttle Columbia
disintegrated on re-entry into the earth's atmosphere, killing the seven astronauts on board [38].
(2) BP Oil Spill: On the evening of April 20, 2010, an explosion on the BP-owned
oil rig Deepwater Horizon left 11 workers missing and later declared dead
[36].
(3) Apple-FoxCon: Apple experienced negative publicity over its relationship
with the Chinese electronic manufacturing company Foxconn when a factory
explosion in May of 2011 killed two and injured over a dozen others [3].
(4) News of the World: was revealed in July of 2011 that employees of
News of the World, a tabloid owned by Rupert Murdoch's News
Corpora tion, had hacked the phones of British soldiers and of victims
of violent crimes [3].
(5) JP Morgan Chase Losses:} In May of 2012, the multi-billion dollar financial institution JP Morgan Chase announced trading losses of over
$2 billion USD [34]
(6) Lance Armstrong Doping: When the Unites States Anti-Doping Agency
made public its evidence in a doping case against Lance Armstrong in
the Fall of 2012, there were negative impacts for both his public image
and for the charity that he co-founded, the Livestrong Foundation [24].
(7) Exxon pipeline: On March 29, 2013, Exxon Mobil's Pegasus pipeline
ruptured near a small town in central Arkansas [40].
(8) Target Data Breach: From November 27 to December 15, 2013, the
second largest breach of a retailer in history occurred, acquiring suc
cessfully the personal information of customers of the American retail
chain Target [31].
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Data Preparation

Text Preparation
In early experiments with the crisis data, we found that the remove of named entities
from the text greatly increased the accuracy of the crisis identification model. We found
that the named entities led to overfitting for some articles at the expense of others.
Therefore the first step in data preparation is the identification and removal of named
entities. We used Stanford's Named Entity Recognizer (NER), for entity recognition.
The parser is configured to identify seven classes of named entities: time, location, organization, person, money, percent, and date. All of the entities recognized by the parser are then removed. After all of the entities are removed the term frequency / inverse
document frequency for all words are calculated using the Weka machine learning tool.
This vector of tf-idf scores becomes the bag of words feature used in later classification.
Bag of words refers to the method of treating each word as a feature without concern
for each word's relation to other words in terms of ordering. The settings used to create
the word vector in Weka are given below in Table [2].

Table 2 Parameters of the Weka StringToWordVector filter

Sentiment Classification
There are two sets of metrics that are being collected for sentiment scores. The
first is a scalar metric of positive or negative sentiment that ranges from
-5 to 5. The second set of metrics is a vector of six sentiment categories: positive, negative, litigious, uncertain, modal weak, and modal strong. Because all
of the sentiment analysis is executed programmatically in our own code, we use
the version of the articles that have been stemmed using the Porter stemmer
Java library. We also apply the Porter stemmer to the dictionaries that contain
the sentiment data for words. This allows us to look-up words from the articles
in the dictionaries by their stems and to not have to worry about small variations
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in highly similar words. The first, scalar metric is calculated using Algorithm
1. We start by looking up every word of an article in the AFINN-111 dictionary
map [26]. The word is the key in the map, and the value is the sentiment of the
word, ranging from negative five to positive five. The sentiment of an article is
calculated by summating the sentiments of the words. In order to normalize the
sentiment of articles, we divide the total by the total number of words N in the
article that were contained in the dictionary map. The result is the sentiment of
the article from a scale of -5 to 5.

The second, vector metric is calculated using Algorithm 2. We begin by looking up
every word of an article in each of six word lists, one for each category of sentiment.
The number of words in each category is totaled for an article. We start by looking up
every word of an article in each of six word lists, one for each category of sentiment.
The number of words in each category is totaled for an article. Then, the number of
words in each category is divided by the number of words in any category. The result
is the percentage of words that belong to each category of sentiment. Note that some
words belong to multiple categories of sentiment, so the total of the percentages can
exceed 100\%. For example, ``always'' is both modal-strong and positive, and ``apparently'' is both modal-weak and uncertain [22].
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3.4

Feature Selection

In this step we select the features which are most useful in classification as a form of
feature selection. At this point we have 4,424 features, 4,417 of these features are tfidf scores for individual stemmed words, and the remaining seven features consist of
six scalar sentiment scores and one continuous sentiment score. We use the J48 decision
tree implementation provided in the Weka [13] machine learning toolkit for feature
selection. In a decision tree, the nodes with the lowest depth offer the most information
gain. Since all of the features of our data are continuous variables, the nodes in the
resulting decision tree contain a threshold for which a feature provides information.
The final decision tree contains the features which provide the most useful information
in the classification of articles, and features that provide redundant or no information
are omitted from the decision tree. In the case of our data set, twelve word stems provided the most information in regards to classifying news articles: accis, advic, breach,
commander, deb, den, emerg, encrypt, handl, hear, review, and widespread. In Fig. 2,
we can see the values for which the TF-IDF scores were considered useful for these
features, and in Table 3 we can see the words which each stem represents.
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Fig. 2 Results of J48 decision tree analysis
Table 3. Reverse look-up of word stems
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3.5

Classification: Naive Bayes Model

In this section, we measure the performance of applying Weka's Naive Bayes classifier
to the features extracted from the New York Times articles relating to crises. We compare the results of applying the Naive Bayes classifier on all 4,424 features to the results
of applying the Naive Bayes classifier on the twelve text features selected from the J48
decision tree analysis, and the results of applying the Naive Bayes classifier to the
twelve selected text features plus the sentiment features. The three models are evaluated
by the true positive rate, false positive rate, precision, recall, and receiver operating
characteristic (ROC Curve). The weighted averages are based on the distribution of the
data set that belongs to each class. The target class is pre-crisis, crisis, or post-crisis and
is judged on a per document basis rather than a topic basis.
The confusion matrix for all three Naive Bayes models, as well as the precision recall
and F1 measures are given in Tables 4(a),4(b), and 4(c).
Table 4. Confusion matrices for the three Naive Bayes models

Table 5. Classification accuracy measures
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When we take a closer look at the detailed accuracy of the classification models, we
can see the metrics supporting the initial impression of the confusion matrices. The
standard measures of the classification accuracy are given in Table [5]. The measures
for pre-crisis, crisis, and post-crisis are given in Tables 5(a), 5(b), and 5(c), and the
weight averages are given in Table 5(d). In the model with all of the features present,
the weighted average percentage of correctly classified instances is 67.5\%, just over
two thirds (see Table 5(d)). While this is about twice the accuracy of randomly guessing when given three classes, there is still plenty of room for improvement. The impression of the model with all 4,424 features worsens when we look at the true positive
rate for the individual classes. Because there are more pre-crisis articles than any other
class, the higher true positive rate for pre-crisis articles has the most influence on the
weighted average. In the model with selected features, not only is the weighted average
of true positive rate much higher at 92.5\% (Table 5(d)), but the true positive rate varies
much less between the three classes (97.2\%, 83.3\%, and 92.5\%, respectively). This
accuracy was calculated using 5-fold cross validation All other metrics in the model
with the selected features improve as well: the false positive rates lower, precision and
recall increase, and the ROC area increases for all three classes as shown in Fig. 3(a),
3(b) and 3(c).
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Fig. 3 ROC curves

4

Conclusion

In this paper, we set out to use data mining and machine learning techniques
to create a reusable methodology that can be applied towards the empirical
research of crisis communication. Because research in crisis communication has been
dominated by case studies, our initial effort in this area has been to
create a corpus of news media data that is labeled with characteristics of crisis communication theory. We aggregated and labeled news media data from the New York Times
Article Archive, and we were successfully able to train a classification model to recognize the occurrence of specific terms in order to identify characteristics of organizational crisis. We also explored how our corpus and data mining process may be integrated into a multi-tier web application to be utilized by researchers on the World Wide
Web. Though incident management systems do exist our incident management system
is built on a major theory of crisis communication, the Coombs model. In addition, our
system requires no data preparation, as it can classify the text of any article, whereas
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again other systems often require the use of numeric data which must be prepared before use. In regards to future work we would like to perform several activities in regards
to data collection and machine learning. First, we plan to collect data other than news
stories from New York Times. We worry that the wording used in New York Times
might not map well to other news sources and might result in an overfit model. In
addition, we would like to collect more data so it is possible to perform machine learning on a per topic basis in addition to a per document basis. However we demonstrate
that our system is effective on several different crisis types and with the collection of
more data across news sources could be especially powerful. In summary, our work
focuses on a natural language based real time crisis identification system which requires
no data preparation by the user and has already been evaluated on several existing crises.
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