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Abstract. The telecommunications industry in last decade went through the
dramatic changes motivated by mobility, wireless technologies, and miniaturi-
zation. The current advances in Internet, Information Communication Technol-
ogies (ICT), Cloud Computing and Smart Ubiquitous Computational Devices
create platform for ubiquitous access to patients’ medical record(s), while ena-
bling multi-point live video supported patient care and post-discharge consulta-
tions. The continuous increase in the complexity and the heterogeneity of
healthcare telecommunications infrastructures requires reliable methodology to
assess the quality of service and Cybersecurity provision.

In this paper, the authors discuss the importance of provision of Quality of
Service and Cybersecurity in the field of medical care and Electronic
Healthcare Management. The main motivation to present our paper is to discuss
the use of data communications, Internet, cloud and Smart Ubiquitous Compu-
tational Devices in medical field while presenting possible scenarios related to
ubiquitous access to Patient's Electronic Health Record and remote control of
Medical Surgical Robots via Internet and Smart Ubiquitous Computational De-
vices.

The message of the paper is to stress the importance of cyber security in the
field of telemedicine to-day and tomorrow. The controlling of Smart Ubiquitous
Computational Devices, Patient's Electronic Health Record and surgical robots
are quite new applications in medical practice, and little is known about the
possible scenarios that may be triggered by cyber security.

The data from the medical devices, control data of the robot and Patient's
Electronic Health Record are transmitted via data communications networks
and Internet. As such, the quality of service provision and proper cyber security
solutions are essential to patient's safety and security

The paper presented the importance of Quality-of-Service and Cybersecurity
provision in the emerging technologies and data sources that are essential for
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providing reliable and high quality clinical care and operation of the public
health care system not only in Canada and South Korea but worldwide.

Keywords: Telemedicine, Tele-Surgery, Quality-of-Service, Cybersecurity, E-
Health Management, Future Hospital, Smart Ubiquitous Device, Health Eco-
nomics

1 INTRODUCTION

The global community is facing greatest health challenges triggered by novel
COVID-19 pandemic. Countries worldwide are affected significantly and over a long
time-period by the pandemic.

In this situation many medical centers had to close. Only urgent not optionable
surgeries could be carried out. Other surgeries had to be shifted. This put patients,
relatives, but particularly medical doctors before an extreme challenge.

Also, a normal medical consultation became the problem. The patients could enter
only individually the medical practices. Internet consultations were furnished, so that
no more doctor's visit was necessary for sick notes. Applications were developed for
smartphones, that informed the public about especially strongly Corona affected local
one's areas. The spatial-temporal information about the areas where the virus out-
break and the evolvement to other areas is of importance to ordinary people but much
more to health authorities and politician so that seriously actions can be taken. It
needs seriously data about the number of infected people that must be given by local
public health authorities. The WHO seem to have failed on that and the US as one of
the most affected countries took her decision to leave the organization.

The situation by Covid-19 showed exemplary how important tele-medicine is and
how it can help a normal health precaution to form under extreme terms. That’s why
we contributed our paper to Covid-19 and Telemedicine.

In this contribution we want to have a closer look at Telemedicine such as medical
Teleconsultation [39] and Telesurgery and the problems and upcoming tasks with
Tele-consultation and Telesurgery will be worked out. An important role plays here
the guarantee of Cybersecurity. If this cannot be kept Telemedicine may be damaging
the live of the patient.

But not only COVID-19 changed the view to telemedicine, numerous viral-
infections have arisen and affected global healthcare facilities. Millions of people are
at severe risk of acquiring several evolving viral infections through several factors. In
[2] authors described about risk factors, chance of infection, and prevention methods
of Middle East Respiratory Syndrome Coronavirus (MERS-CoV) and severe acute
respiratory syndrome (SARS-CoV), human coronaviruses (CoVs) frequently cause a
normal cold which is mild and self-restricting. Global health sector has learnt many
lessons through the recent outbreak of MERS and SARS.

The world today is driven by information exchange providing support for the na-
tional and global cooperation. The supporting telecommunications infrastructures are
becoming more complex providing the platform for the user driven real-time applica-
tions over large geographical distances. The essential decisions made concerning the
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state welfare, health care systems, education, business, national security, and defense,
depend on Cybersecurity and Quality-of-Service provision of the telecommunications
and the data networks.

In this paper, the authors discuss the importance of Quality-of-Service provision
and Cybersecurity challenges in future health communication infrastructures. The
paper presents the use of ICT and smart ubiquitous computational devices in modern
hospitals and medical infrastructures, while addressing the importance of Quality-of-
Service and Cybersecurity provision in future hospitals, medical case, and national e-
health management.

The paper is structured as follows. Section 2 gives and overview about the use of
telemedicine in Canada and South Korea. In Section 3, the authors introduce the use
of IT, portable miniature medical devices for different medical parameter acquisition
of the patient and smart ubiquitous computational devices in medical field. Section 3
presents the telerobotic surgery scenario and work conducted in BioRobotics Lab at
the University of Washington in Seattle. Section 4 discuss the application of telemed-
icine, electronic health record, and smart ubiquitous computational devices and health
care economy. Section 5 describes the Cybersecurity challenges in the field of e-
health and telemedicine. The section 6 explains the importance of Quality-of-Service
provision in future health communication infrastructures. The final Section 7 presents
conclusions and further research directions.

2 Telemedicine in Canada and South Korea

Figure 1 shows the smart care in Canada. Patients may have several portable medical
devices at home at their body and connect via the internet to the hospital. The patient
transmits the data to the hospital so that the data can get included into his medical
record. The medical doctor can look at the data and make a medical consultation
while sitting in his office. He can give advices for further treatment of the patient or
check the condition of the patient remotely.

Fig. 1. Canada Smart-Care [F1]

Especially, in the situation of a pandemic this is of tremendous help. The patient
does not need to go to the doctor's office or the hospital to check with him. The pa-
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tient can stay in his environment and does not risk getting in touch with other may be
already infected people.

Figure 2 illustrates the e-health system in South Korea. The communication net-
work infrastructure connects multiple departments and offices geographically located
at various institutions and centers. Medical doctors with patients, access their medical
records via Internet and medical communication network infrastructures daily while
utilizing the Smart Ubiquitous Computational Devices.
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Fig. 2. Canada e-Health Infrastructure 2020-2021 [F2]

The medical communication network infrastructures supporting the patient elec-
tronic health record in hospitals are very com-plex and essential part of e-Health
Management Systems worldwide. The medical doctors and staff expect secure and
reliable services with best Quality-of-Service provision regardless of complexity of
medical information flow(s) as an integrated part of daily operation in hospital today.
For legal purposes, the patient’s private data, such as medical record, insurance poli-
cies, etc. that may be transmitted via Internet and ICT networks must be safe and
secure against any unauthorized or illegal use.

Technology used in hospitals and medical field today have become essential part of
research for hospital management and provision of services such as medical care di-
agnosis and administration of medication. In medical practice today use of Smart
Ubiquitous Computational Devices and ICT and future health care technology facili-
tates application for electronic health records.

The internet technology and electronics health record have become driving force in
21st century health care system. There are significant challenges healthcare provision
in South Korea and elsewhere such as quality, safety, efficiency, and medical care
accessibility to remote locations outside large cities areas.
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3 Tele-Robotic Surgery Scenario

As one of the leading institutions in the field of medical robotics is the University of
Washington. The telesurgery also known as remote surgery, enables a medical doctor
to perform the surgery on a patient re-motely via Internet video-conference software
[3].

A teleoperated surgical robotic system allows surgical procedures to be conducted
across long distances while utilizing wired and wireless communication subject to
proper Quality-of-Service provision that may affect the reliability and safety of the
patient undergoing telesurgery.

Fig. 3. Telesurgery experiment with Raven system [F2]

Figure 3 shows one example of telesurgery with an open architecture portable sur-
gical robotic system (Raven) developed at the University of Washington. The system
was developed for both open and minimally invasive surgery. It has been the subject
of an intensive tele-surgical experimental protocol aimed at exploring the boundaries
of the system and surgeon performance during a series of field tests under synthetic
fixed time delay. One standard task of the Fundamentals of Laparoscopic Surgery
(FLS) training kit was used for the experimental protocol. Network characterization
indicated a typical time delay in the range of 16-172 ms in field experiments. [4]

Figure 4 shows another telesurgery robotic system called Raven-II - an advanced
version of Raven. The system is a platform for collaborative research on advances in
surgical robotics. There are seven universities conducting researches utilizing this
platform. It has two 3-DOF (Degree in Freedom) spherical positioning mechanisms
capable of attaching interchangeable four DOF instruments. Its software is based on
open standards such as Linux and ROS (Robot Operating System) to facilitate soft-
ware development. It is proven that the mechanism is robust enough for repeated
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experiments and animal surgery experiments, however, it is not designed to sufficient
safety standards for human use [5].

The surgical telerobots have become very valuable technology in the field of medi-
cal surgery, while enabling remote surgery on a patient in the environments with ex-
treme conditions such as, battlefield, local pandemic areas or remote areas not acces-
sible to medical doctors. Development of surgical telerobotic is one of the key re-
search areas in surgical medical field.

Prime Surgeon < > Assistant Surgeon
Human/Agent Human/Agent

MRl ﬁ

Raven IV & Patient

Fig. 4. System architecture of Raven II. [F3]

Currently, the surgical telerobots are still in a developing stage and are becoming
more computerized in conjunction with the mechatronics and automated technologies.
The remote surgery with telerobot is controlled via a microprocessor communicating
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with the control center via computer network and internet cloud. Given the critical
data transmission and real time control messaging over communication network, it is
important to make sure that there are no malfunctions caused by poor Quality-of-
Service provision such as network connection breakdown or network malfunction.

In order to provide best Quality-of-Service, security and safety, communication in-
frastructure and Internet technology it is essential to build proper network and com-
munication devices with software and hardware security.

Typical network problems, such as increased communication latency or connection
failures must be controlled and managed by proper network management software
such as HP Open View (HPOW: http://support.openview.hp.com), Packetter (PCT:
http://www.packeteer.com/), etc. To create an infrastructure required for the surgical
tele-robotic, it is critical to build a medical communication network infra-structure
that provide reliable services, proper Quality-of-Service provision.

To improve the Quality-of-Service provision for the surgical tele-robotic [6], re-
searchers of BioRobotics Laboratory at University of Washington proposed a design
of a portable low-cost surgical master station for teleoperated surgical robots.

The Quality-of-Service of proposed system was enhanced within following as-
pects:

e low cost, off-the-shelf hardware, interoperability platform for multiple surgical
robots,

e use of Internet connection,

e data collection for experimental surgical tele-robotic.

3.1 Tele-Robotic Example at the Lab at the University of Washington

The proposed system consists of off-the-shelf hardware, such as low-cost hardware
(i.e. laptop, omni haptic devices and USB (Universal Serial Bus) foot pedal. The kin-
ematic mapping between the HID (Haptic Interface Devices) and the remote surgical
robot in this system is entirely in Cartesian space and the motion commands are posi-
tion increments, rather than absolute position under the purpose of enhancing the
convenience of use of the proposed system.

Figure 5 illustrates the hardware configuration of proposed system. We can see the
surgeon’s Graphical User Interface (GUI) is appeared in laptop screen. The GUI al-
lows the surgeon to execute high-level commands such as configuring the movement
rate of surgical robot arm or selecting a remote IP of surgical Telerobot from a drop-
down box. It is also protected with the password-based authentication. The surgical
video is appeared in the LCD monitor behind the two omni haptic devices.

With this configuration, motions of HIDs in various direction causes corresponding
movement in the surgical field. The reference frame for position increments is a right-
handed frame, which is the x-axis pointing right, y-axis pointing up and z-axis point-
ing out.

The Internet protocols and specific network communication algorithms create
communication and control of the proposed tele-robotic system. The communication
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system and implementation of surgical tele-robotic at the University of Washington
proves to be practical and cost-effective.

Fig. 5. System setup of proposed system in [4 and F4]

3.2  Interoperable Tele-Surgical Protocol (ITP) Example at the Lab of the
University of Washington

Second example from University of Washington [7], is a preliminary protocol for
interoperability used for multiple robots performing telesurgery at various locations.
The objective of the protocol is to develop a communication platform providing sup-
port for the multiple surgeries across various interconnected heterogeneous surgical
telerobotic master and slave systems.

The secondary aim of the research work at UNIVERSITY OF WASHINGTON is
to compare two master station designs side-by-side while improving their perfor-
mance. The proposed protocol provides a platform for interconnecting multiple tele-
operators and tele-surgical systems.

The system testing and performance analysis of the proposed interoperability pro-
tocol were conducted between Kagawa-Kawashima Group at the Tokyo Institute of
Technology and the BioRobotics Lab at the University of Washington. The results
showed the significant Quality-of-Service improvement of telesurgery system [9].

3.3  Surgical Telerobotic with Information Security Example at the Lab of the
University of Washington

Provision of proper Quality-of-Service for tele-surgical system must be build side-by-
side with proper hardware and software security to prevent any possible attacks or
intrusion on remote surgery and surgeons’ interaction. Any attack could cause prob-
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lems such as fault movement of surgical robot arm during the surgery which could
lead to severe injuries or even life risks.

System performance, reliability, availability, simplicity as well as serviceability are
essential in conjunction with proper security and Quality-of-Service. The surgical
telerobotic experiment at University of Washington promotes further research in area
of security and Quality-of-Service. As shown in Figure 6, any possible security
threats, and attacks against mobile surgical telerobotic systems could cost human
lives.

Person with wicked purpose.

Danger !

|osuos ueh
L]
Hrepe yomgaN

-

lllegal Original
operation Blocked Operation
signal signal
surgical patient Doctors at remote location

control the telesurgery system.

Fig. 6. Cyber Attack against medical system could lead to severe accident threatening human
life

Discussion in paper [8] addresses examples of malicious signal jamming, intru-
sions via communication network that have significant impact on the remote surgery
and surgical telerobotic systems. These could be classified in five categories:

e attacks against the wireless communication,

e attacks targeting surgeon-manipulator interaction,

e attacks on the surgeon-side software (e.g., attacks exploiting development (engi-
neering) interfaces),

e attacks on the manipulator-side software (e.g., attacks on the programmable logical
controllers (PLC)),

e physical attacks to the patient in the surgery room (that requires in the room obser-
vation systems and protection tools).

The analysis of the first category were, remote attacks targeting surgeon-
manipulator interaction, such as eves dropping, Jamming and message modification
(i.e. false data injection).

Typical examples in second category are simple replay, delay attack, message
dropping, combined delay and drop attack, message modification and spoofing at-
tack.
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The authors discus new solution with mitigation strategies, while analyzing impact
on system’s performance, security and safety and suggesting further research-
directions in developing telerobotic surgery systems with proper quality-of-service
provision, communication security and human safety.

4 Application of Telemedicine to Psychiatric Diseases and
Heart Circulatory Illnesses with Smart Ubiquitous
Computational Devices

4.1  Application of Telemedicine with Voice and Video Devices to remote
Psychiatric Consultation

In the South Carolina Department of Mental Health (SCDMH), the use of video
telepsychiatry solution utilizing Internet, Smart Ubiquitous Computational Devices,
cloud computing and video collaborative tools contributed to the patient adherence to
psychiatric treatment by nearly 200%, reduced readmission, while saving $21.7 mil-
lion. The telepsychiatry program, named Polycom® RealPresence® Platform [13], is
powered by Polycom, Inc., a leading company in open standards-based unified com-
munications solutions for voice and video. The Polycom system creates direct con-
nection between medical doctors and patients via high definition video conference
while eliminating the distance. It enables the doctors to observe further non-verbal
cues such as lack of eye contact, abnormal movement, or enlarged pupils, which can
be even more important than the cues observed with pure verbal interaction. [14].

However, the video should be trustworthy and of good quality. New methods for
checking the quality of the video and the trustworthiness of the image content are
requested [40].

4.2 Remote Cardiac Monitoring Example

Currently, more than one million Americans receive remote cardiac monitoring to
prevent readmissions for heart failure(s), which often occur within 30days of dis-
charge and cost Medicare $6 billion annually. The Indianapolis-based St. Vincent
Health successfully conducted a pilot program that enables the nurses to consult the
patients with the heart failure and chronic obstructive pulmonary disease via remote
video conference. The results showed that the readmissions were reduced by an aston-
ishing 75 percent. In addition, a Department of Veterans Affairs national home tele-
health program demonstrated a 25 percent reduction in the number of days of bed care
and a 19 percent reduction in hospital admissions [9].

Modern hospitals and medical centers all over the world are exploring ways of uti-
lizing more effectively the electronic health record, smart ubiquitous computational
devices, and telemedicine systems via medical communication infrastructures, cloud
computing and Internet.
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5 The Impact of Telemedicine to the Health Care Economy

The increased use of telemedicine services, system(s) and Smart Ubiquitous Compu-
tational Devices in the healthcare contribute to more cost-effective e-Health Man-
agement and reduction in hospital readmissions. In 2012, the American Telemedicine
Association estimates that more than 10 million Americans directly benefited from
telemedicine services [9].

Readmission to hospital is common, costly and may causes overcrowding at emer-
gency department of hospitals [10]. Until recently, In Ontario, Canada, over one-third
of patients discharged from hospital are readmitted within 90 days. It was estimated
that these readmissions cost over $700 million per year [11].

Focused care after discharge can improve post-discharge outcomes [12]. Recent
advances in smart ubiquitous computational devices, mobile video, cloud access ena-
bling multi-point, live video-supported post-discharge programs in conjunction with
HER and telemedicine (i.e., such as patient-care consultations or post discharge meet-
ings) contribute to significant reduction of hospital readmissions.

6 Cybersecurity Challenges

6.1  Whatis Cybersecurity?

Cybersecurity is the body of technologies, processes and practices designed to protect
networks, computers, programs and data from attack, damage, or unauthorized access.
[15-19] In short, we can say that Cybersecurity is a security technique to protect our
networks for Cybersecurity attacks.

Cybersecurity comes from the combination of these two root-words: cyber and se-
curity. Cyber means internet, networking, and digital communication. It is all about
technologies that we are having nowadays. Security is the degree of resistance to
harm or protection from harm. The Figure 7 illustrates example of cybercrime moti-
vated by money or cyber-terror.

Comparing with the traditional security concept in physical world, Cybersecurity is
more complex because the intruders use Internet to attack a PC or even patient’s med-
ical record remotely.

In particular the mobile security is needed because mobile technology is proliferat-
ing in today’s medical and corporate environments. While there are significant oppor-
tunities to leverage these devices to increase the effectiveness of mobile workers,
there are also significant concerns about the privacy of sensitive corporate data stored
on the devices that IT must handle. McAfee’s Gary Davis predicts that the next hack-
er target will be mobile devices. “Smartphone's and tablets are at even greater risk
than PCs,” Davis says, since they have fewer security features and often allow access
to an individual’s entire network. Just in the last quarter, there was a 76 percent in-
crease in malware on Android devices alone. [20]

Some attacks occur at the national level. Due to its massive scale and significant
influence it is considered as a cyberwar or cyber warfare. In contrast with the fact that
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traditional war between organizations or nations in physical world is uncommon to-
day, cyber wars are everywhere and have never stop. Past month, the North Korea
conducted a series of cyber-attacks on South Korea and United States government
websites [21].

Fig. 7. lllegal cyber activity [F4]

Figure 8 illustrates cases of cyber-attacks worldwide, captured and visualized in
real time by Honeynet Project [22]. The red dots on the world map represent cyber-
attackers and the yellow dots represent the targets. These attacks were conducted
systematically on worldwide scale across multiple countries and continents.

The Honeynet Project official website stated that these events are just small por-
tions of cyber-attacks conducted all over the world in the past few years.

As a result, several Cybersecurity standards have been created including, the
ISO/IEC 27001, IEC NERC 1300 and RFC 2196 published by IETF.

In the field of e-Health the cyber-attacks may compromise patient’s safety or even
put human lives in danger. In addition to cyber-attacks it is important to con-sider the
errors cause by personnel. One way in which systems may fail, is through the incor-
rect action of the system’s operators [23]. No matter how great the cyber-attack de-
fense mechanism or algorithm of the security system is, the system can be easily ex-
posed to security threats if the security system operator or administrator operates the
system incorrectly. In order to prevent any system errors or malfunction, it is essential
to implement proper Cybersecurity mechanisms and policies [24]. The inappropriate
design of user interface may also misguide the operator/user and in-crease the possi-
bility of fault operation or security breach. Other human errors and real-world com-
puter related crimes that may compromise human safety and system security may
include:

* Revealing the system password voluntary or under threats,

» Physically stealing or destroying security devices.
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Fig. 8. Cyber-attacks around the world. [F5}

In addition to human factors in Cybersecurity, natural disasters such as fires, earth-
quakes, floods, and hurricanes can put the e-Health systems in great danger. Natural
disasters may compromise or destroy the Cybersecurity systems and devices, as well
as causes damage triggered by widespread power outage. Without electricity, the
medical data communication network infrastructures, Cybersecurity systems, banks,
etc., are nonoperational. From the above, we can see that Cybersecurity is extremely
important and complex.

6.2  Importance of Cybersecurity

With the increasing degree of ubiquitous connectivity to support critical operations in
national e-Health system, state defense, banking, telecommunication, transportation,
electric power grid control, etc., the provision of proper Cybersecurity is essential to
any country all over the world [25].

The cyber-attacks may be motivated by political conflict, social tension, econom-
ics, religious belief, and any form of extremism [26-27]. The cyber-attacks can occur
at anytime, anywhere targeting any SCUBs or e-Health system. In Taiwan, a child at
age of only 14 successfully hacked several learning websites of his school, making
them unavailable for normal services [27]. Cyber-attacks could cause fatal disaster.

Nowadays, most of the nation’s critical infrastructures such as power grid are op-
erated by cyber systems, which means security incident in these cyber systems will
affect the physical critical infrastructures and cause a devastating crisis in our real
world. Recent findings indicate the growing threat of physical and cyber-based at-
tacks in numbers and sophistication on electric grids and other critical infrastructure
systems. [28]
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Table 1. Threats to Cybersecurity. [T1]

Threat Category Types of Threats

Human errors

Procedural errors

Software errors

Electromechanical problems

“Dirty data” problems

Errors, damage, or disturbance of the
smart ubiquitous computational de-
vices

Errors and accidents

Natural hazards e Power failure
Flooding

Theft of hardware

Theft of software

Theft of online music and movies
Theft of time and services

Theft of information
Internet-related fraud

Taking over your PC: zombies,
botnets, and blackmail

o Crimes of malice: crashing entire
systems

Computer crimes

Individuals or small groups
Employees

Outside partners and suppliers
Corporate spies

Foreign intelligence services
Organized crime Terrorists

Computer criminals

From above, we can see that cyber-attacks are everywhere and can be conducted at
any time for any purpose by any person or organization from anywhere and can lead
to a severe consequence. Thus, Cybersecurity is extremely important for safety of
human world.

IT Management [21] pointed out key threats to computers and security and divided
them into 4 categories: Errors and accidents, Natural hazards, Computer crimes as
well as Computer criminals. The details are shown in table 1.
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6.3 Human Safety and Security in Hospitals

Originally, one of the purposes of adopting ICT to hospital and medical system is to
increase the human safety by keep it from human errors. Humans tend to act on their
perceptions and are emotional thus their performance is usually affected by their emo-
tions. Therefore, human errors are inevitable and fault in hospital and med-ical opera-
tion usually result in critical danger in human safety. By assess, detecting and control
with ICT human errors can be dramatically eliminated and increased safety can be
assured.

However, as the hospital and medical infrastructure relies on ICT more and more
heavily, human safety can be threatened by illegal access and attack in telemedicine
system. Breach in Cybersecurity of hospital and medical infrastructure can lead to
fault operation of critical medical facilities related with radioactivity cure, or paralysis
of entire medical system. Not like in common living residence, even power outage
caused by cyber-attack in hospital can cause disaster that threatens patients’ life.
Thus, Cybersecurity in hospital and medical infrastructure should be given enough
attention.

6.4  Electronic Health Record and Cybersecurity

As adopting the ICT in hospitals, almost all kinds of information in hospital are rec-
orded in digital format today for effective storing, sharing, searching, etc. An elec-
tronic health record is an evolving concept defined as a systematic collection of elec-
tronic health information about individual patients or populations [29]. electronic
health records may include a range of data, including demographics, medical history,
medication and allergies, immunization status, laboratory test results, radiology imag-
es, vital signs, personal stats like age and weight, and billing information [30]. The
patient data is private and sensitive and should be protected from illegal access.

Typical electronic health record system must be safe from any possible computer
crime, improper identification access. While the information technology crime is
becoming more sophisticated and frequent, so have the people charged with prevent-
ing it and disciplining its outlaws. It includes enforcing laws, computer emergency
response team and tools for fighting fraudulent & unauthorized online uses.

Identification & Access: There are three ways a computer system can verify that
someone has legitimate right of access. The security system in electronic health rec-
ord could authenticate users’ identity by determining (1) what you have, (2) what you
know, or (3) who you are. Credit cards, debit cards, and cash-machine cards all have
magnetic strips or built-in computer chips that identify users to the machine.

The computer room used to access information of electronic health record may
kept locked, requiring a key, or may be guarded by security officers, who may need to
see an authorized signature or badge (what you have). And the computers could be
locked with password (what you know). Some securities are using biometrics, the
science of measuring individual body characteristics (who you are).

Protection of Software & Data: Procedures such as making backup disks, protect-
ing against viruses can help security in electronic health record. Security procedures
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for protection of software & data in electronic health record include control of access
(Access to online files is restricted to those who have a legitimate right to access),
audit controls (for tracking which programs and servers were used, which files
opened, and so on to creates an audit trail) and people controls (people are the greatest
threat to a computer system, security precautions begin with the screening of job ap-
plicants).

7 Importance of Quality-of-Service Provision in Future Health
communication Infrastructure

The Quality-of-Service is one of the most elusive, confounding, and confusing topics
in data networking today [31]. While research papers on Quality-of-Service hardly
ever questioning raison d’etre (reason to exit) it is frequently the topic of heated de-
bates. Why there are so many publications and even workshops on a topic which is
questioned vehemently while at the same time has so little impact on current products
or services [32]. The term service quality may have a different meaning to different
people [33]. This is perhaps more accurately called Quality-of-Service, as opposed to
service quality, which could be taken to mean the entirety of outcome and experience
[34].

The great majority of users are not interested in the engineering of telecommunica-
tions networks or its Quality-of-Service specifications; instead they expect fast, relia-
ble, and easy access to online resources, applications and Internet (i.e., online data-
bases, banking services, e-commerce, e-mails, web servers, etc.) [35].

The most critical Quality-of-Service provision assessment is often made by the end
user. The users’ perception of telecommunications’ network infrastructure Quality-of-
Service provision is critical to the successful business management operation of any
organization. As a result, it is essential to assess the Quality-of-Service provision in
the light of user’s perception.

The Quality-of-Service is the ability to provide different priority to different appli-
cations, users, or data flows, or to guarantee a certain level of performance [36] the
users’ perception of telecommunications’ network infrastructure Quality-of-Service
provision is critical to the successful business management operation of any organiza-
tion.

As a result, it is essential to assess the quality of service provision in the light of
user’s perception. The typical Quality-of-Service characteristics represent some as-
pect of the Quality-of-Service of a system, service, or resource, which can be identi-
fied and quantified. Disconfirmation model applied to assess the Quality-of-Service
provision is illustrated in Fig.9.

The disconfirmation model shows that customer’s satisfaction will be dependent on
both the size and direction of disconfirmation, with only three possible outcomes.
When “perceived” is greater than “expected”, customers will be very satisfied; when
“perceived” is equal to “expected”, customers will be satisfied; when “perceived” is
less than “expected”, customers will be dissatisfied.
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A typical customer is not concerned with how a particular service is provided or
with any of the aspects of the network’s internal design, but rather with the resulting
end-to-end service quality [37]. It must be recognized that the customer’s Quality-of-
Service requirements are useful, although subjective.

Quality as perceived by customers from a comparison of what they feel the product
should offer with their perception of the actual performance of the product.

Expected performance| [Measured performance |Perceived performance

E M P
Comparing
[ |
P E P E P E
M E M E M E
M P M P M P
Positive - Negative
. . Confirmation .
disconfirmation confirmation
Satisfaction Neutral Dissatisfaction

Fig. 9. The disconfirmation model of customer satisfaction. [F6]

When customers register with the network, they already have expectations of how
network should perform, and this will cover a whole host of criteria [35] including:

conformance to specification (user accounts and privileges, accessibility,
performance (primary network characteristics, such as utilization and error rate),
reliability (probability of the network malfunction-free performance),
availability (probability of the network being available),

simplicity (ease of use),

serviceability (speed, courtesy, and competence of repair),

signal and image quality check of the devices.

Thus, to provide users a satisfactory service with ICT, Quality-of-Service provision
in future health communication infrastructure is very important.

In support of best Quality-of-Service the provision of Cybersecurity become an es-
sential to electronic health record management at modern hospitals and medical
communication network infrastructures worldwide.

Most doctors and medical staff today (i.c., clients) use daily the SUDCs and expect
to have immediate access to patients medical record via various communications
technologies (i.e., wireless, mobile, fiber optics, Ethernet, etc.) while using almost any
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software application, following the banking principle of anywhere, anytime, and any-
how [38].

8 Conclusions and Further Research Directions

The current technological evolution in the electronic health record presents new chal-
lenges and research problems to community of experts working in the field of medi-
cine and information technology. However, despite of technological and medical
research advancements it is essential that the computerized electronic health record
systems will be available to all community of doctors, medical staff and patients
worldwide as a tool that ultimately contributes towards the process of humanization
of all aspect related to medicine. In the current climate of business-driven hospital and
medical service with a focus on the user’s satisfaction it is essential that the net-works
of hospital infrastructure provide support for a large number of software applications
running reliably over very complex interconnection hardware with fast system-
response and high security. This requires a great deal of quality of service and Cyber-
security within the networks. The paper presented the importance of Quality-of-
Service and Cybersecurity provision in the emerging technologies and data sources
that are essential for providing reliable and high quality clinical care and operation of
the public health care system not only in South Korea but worldwide.
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